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DSIT CYBER POLICY LANDSCAPE |®.. ..

Science, Innovation
& Technology

DSIT is taking action to increase the resilience of organisations and ensure that new and existing
technologies are safely developed and deployed across the UK.
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. MODULAR APPROACH TO CYBER i
 SECURITY Seence, ouaton

This diagram shows how the five cyber security codes of practice apply to different
organisations and technologies.

Cyber Governance

Cgdnisetions Code of Practice*

Cyber Essentials

Providers

of Software™* Code of Practice for Software Vendors

Providers of . Code of Practice for
specific types ACI (ilybefr IE eccl.glty app store operators
of technology odeotfFractice and app developers

*for medium and large organisations, as well as small tech/Al organisations
**including goods and services that contain software
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. CYBER GOVERNANCE CODE OF —
RACTICE Seence morstr

T h The principles focus on the most critical areas that directors
e must engage with, rather than being an exhaustive list, and will

articulate specific actions against:
Code

e Principle A: Risk management

e Principle B: Strategy

e Principle C: People

e Principle D: Incident planning, response and recovery

, e Principle E: Assurance and oversight

OFFICIAL



OFFICIAL
& ?ﬁﬁ
>YBER GOVERNANCE PACKAGE Soence, Innovation

& Technology

Cyber
Governance
Code of Practice

NCSC Cyber
Governance
Training

NCSC Board
Toolkit

Cyber
Governance
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mae Cyber Governance Code

s Cyber Governance Training
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BER INSURANCE

Co-op says cyber-attack cost it

£206m in lost sales
M S MA&:S profits almost wiped out after
& cyber hack hit sales

Jaguar Land Rover slides to loss of TN

almost £500m after cyber-attack JAGUAR
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BER INSURANCE GrantThornton  |Deparmentfor -

& Technology

BT Reasons given by SMEs for not pursuing Cyber Insurance
@)

12%
NCSC Small
Business = Unnecessary
Guides
14% = Cost -
10 Steps to
Cyber = Unclear broker
advice

Security

» Lack knowledge

@8

Cyber Aware
Campaign
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UPDATED SME GUIDANCE

;l COMMUNICATIONS CAMPAIGN

BROKER TRAINING
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